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In this paper, an adaptive observer-based cyber-attack detection and estimation problem 

is studied for smart grid under false data injection attack (FDIA). By invoking 

mathematical model of the smart grid, sliding mode observer (SMO) is proposed for 

estimating grid states and generating residual signal. By monitoring grid status, 

evaluating residual signal and comparing it with the appropriate threshold level, attack 

detection is done and alarm signal is generated. Upon alarm generation, attack estimation 

algorithm is activated to estimate the FDIA occurred at the vulnerable buses. In the 

proposed detection scheme, only the frequency deviations of the generator buses are 

required; also, no off-line learning phase and no prior knowledge about attack signal are 

required. Moreover, the proposed scheme is able to detect FDIA and exactly estimates 

the severity of the detected attack. The Lyapunov stability theorem is used to guarantee 

stability of the proposed state observer and the proposed attack estimation algorithm, 

separately. Simulation results for the IEEE six-bus network under single-point and multi-

point FDIAs show that upon attack occurrence, the defined evaluation function exceeds 

from a defined threshold level, which makes attack detection after some milliseconds. 

Also, the reported mean square error shows that the proposed attack estimation strategy 

can precisely estimate the attack shape and severity and identify the under-attack bus.   

I. Introduction 

Smart grid is a typical cyber-physical system 

characterized by cooperation between cyber space and 

physical infrastructure. It integrates the power generation 

and distribution devices on the utility side into the smart 

meters on the consumer side by using the communication 

networks and information technology [1, 2]. Dispatching and 

production management in the smart grids highly depend on 

the communication system. Therefore, any anomaly in 

information exchange as well as any cyber-attack influence 

the safe operation of the smart grid, disrupt the grid operation 

and impose risks such as unpredictable outage and financial 

losses [3]. 

One of the important cyber-attacks targeting the power 

system is the false data injection attack (FDIA). In the FDIA, 

attacker injects manipulated data to change the load as the 

main target in the transmission channels among the physical 

system and cyber space and disturb normal operation [4-6]. 

As an example of FDIA at the power system, in 2015, the 

hackers penetrate the supervisory control and data 

acquisition (SCADA) system and caused a wide blackout in 

Kiev and west Ukraine, another cyber-attack in 2016 caused 

the shut-down of 200 MW power generation in the part of 

Kiev [7]. The 2019 attack on Venezuela's national grid 

caused outages of all 11 states except the capital, the 2020 

attack in India caused a 12-hour blackout of the power grid 

and the 2022 attack in Germany disrupted the 

communication system used to monitor and control 2000 

wind turbines are some examples of the latest successful 

cyber-attacks on the power systems [8, 9]. 

Studying security problems in smart grids, and especially 

detection of possible malicious attacks due to the 

complexity, and vulnerability of the smart grids is an 

important problem [10-12]. Therefore, at present, FDIA 

detection problem as a mature research field has received 

great attention [13-21]. In general, FDIA detection 

approaches can be categorized into data-based and model-

based schemes.  One prevalent scheme among the model-
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based approaches is to design an observer (also known as 

estimator) to estimate the systems states or any modeling 

uncertainty [13]. In [13], q-analogue of the Bernstein-

Schurer-Stancu operator was proposed to approximate 

model uncertainty and then model-free observer was 

proposed to estimate velocity, after that an adaptive control 

scheme was proposed for cooperative robots.  In [14], an 

unknown input interval observer-based FDIA detection and 

isolation algorithm was proposed for smart grid. In [15], an 

optimized sliding mode observer (SMO)-based attack 

detection scheme was proposed for power systems under 

FDIA. It uses evolutionary algorithm to tune observer 

parameters offline. In [16], an adaptive sliding mode 

observer was proposed for detection and reconstruction of 

cyber-attacks in power systems. In [17], an observer-based 

cyber-attack detection and isolation algorithm was suggested 

for large scale smart grid systems. In [19], the power system 

security problem under the malicious process attack was 

studied and a resilient control approach based on the integral 

sliding mode surface and intermediate variable observer was 

proposed. In [21], the maximum a posteriori estimation 

method was used for target node localization in wireless 

sensor networks. 

Load change attack in smart grid can be categorized into 

load redistribution attack (LRA) [22] and load altering attack 

(LAAs) [23, 24]. In the LRA, attacker disrupts optimal 

power flow decisions after the system reaches a steady state 

condition. It affects the demand response and demand side 

management. While LAA denotes the direct manipulation of 

the load at end-user devices installed at customer side, it 

directly controls and changes the unsafe controllable loads 

to overload the circuit and cause deviation of power system 

frequency from its nominal value. Load altering attack in 

power system occurs in static or dynamic forms. The static 

LAA denotes the cyber-attack that changes the load amount 

suddenly. In contrast, the dynamic LAA changes the 

damaged load and runs the trajectory under the damaged 

load. 

Recently some schemes for dynamic LAA detection have 

been proposed in [25-32]. In [25], dynamic LAA detection 

and localization strategy was proposed for power system 

described as a linear discrete-time system and then a bank of 

unknown input observers was designed for attack 

localization. In [26], a bank of functional observers was 

proposed for LAA detection in smart grids. The attack 

localization scheme based on the bank of observers idea 

designs one observer, one residual generator and one residual 

evaluation unit for each bus possible to attack for isolating 

the under-attack bus from the others. In [27, 28], SMO-based 

dynamic LAA detection strategy was presented for power 

systems. Compared with [28], in [27] attack reconstruction 

is done by invoking the SMO. In [29], data driven and 

model-based methods have been invoked to develop an 

attack detection and localization scheme for smart grid. In 

[30], an adaptive sliding mode controller-based consensus 

algorithm was proposed for fractional-order linear time 

invariant cyber physical power systems under the cyber-

attacks, external disturbance and modeling uncertainties. It 

mitigates attack effects in a passive manner and does not 

focus on attack detection, isolation and estimation purpose. 

In [31, 32], discrete model of the smart grid in the presence 

TABALE I Comparison review between the proposed scheme and existing works  

Ref. No. 
Power system 

model 

Proposed 

scheme 

Attack 

estimation 

Attack 

localization 
Limitations 

[15] 
Continuous-time 
model 

Sliding mode 
observer  

No No 

• Requires off-line learning phase to tune observer 

parameters 

• Requires training data. 

[19] 
Continuous-time 
model 

No Yes No 
• Attack occurrence time and attack location are not 

determined.  

[25] 
Discrete-time 
model 

Unknown input 
observer 

No Yes 

• Unable to estimate attack. 

• Complex attack localization and facing scalability 

problem due to designing a bank of observers. 

• Only checking vulnerable buses. 

[26] 
Continuous-time 

model 

Functional 

Observer 
No Yes 

• Unable to estimate detected attack. 

• Facing scalability issue for attack localization in large 

scale systems. 

[27] 
Continuous-time 

model 

Sliding mode 

observer  
Yes No 

• Unable to identify attack location. 

• Unable to reconstruct complicated attacks.    

[28] 
Continuous-time 

model 

Sliding mode 

observer  
No No 

• Unable to determine attack location. 

• Unable to reconstruct attack signal. 

• All state variables are required to be measurable.   

[29] 
Discrete-time 

model 

Unknown input 

observer 
No Yes 

• Requires off-line learning to train neural networks. 

• Complexity due to the combination of model-based and 

data-based approaches. 

[31, 32] 
Discrete-time 

model 

Adaptive fading 

Kalman filter 
No No 

• Unable to identify attack location. 

• Unable to reconstruct attack signal.     

Proposed 

scheme 

Continuous-time 

model 

Adaptive 

observer 
Yes Yes • Dealing with dynamic LAA 
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of dynamic LAA was used to design an attack detection 

scheme based on the adaptive fading Kalman filter. 

In Table 1 comprehensive review of the related existing 

works has been presented. From Table 1, (1) The existing 

schemes investigate attack detection and localization 

problem based on the discrete-time model of the power 

systems which has larger dimension than the continuous one; 

(2) most of the existing works that consider the continuous-

time model of the power systems, invoke SMO for attack 

detection and none of them can simultaneously detect attack 

occurrence time, estimate attack severity and identify attack 

location; (3) Majority of the existing schemes design a bank 

of observers for diagnosing attack location, which might face 

scalability issues as the system size increases; (4) Almost all 

of the existing attack localization schemes only check a set 

of vulnerable bus status, so they fail to identify attack 

location when the attacked bus falls outside the assumed 

vulnerable set. (5) None of the existing works estimate attack 

severity and magnitude during real time operation of the 

system which could be used to design defense strategies for 

attack mitigation. 

Motivated by the above discussion, this paper proposes an 

observer-based FDIA detection and estimation scheme for 

smart grid. The proposed scheme uses the continuous-time 

mathematical model of the smart grid derived by invoking 

DC power flow equations, generator swing equation and 

governor controller and load-frequency controller. To 

estimate the gird states, SMO is designed and output 

estimation error is considered as the residual signal and used 

for monitoring the grid status. By evaluating the residual 

signal and comparing it with appropriate threshold, attack 

detection is done and alarm signal is generated. Upon 

generating detection alarm, the proposed adaptive attack 

estimation algorithm is activated to estimate the FDIA 

affected the victim loads at the vulnerable buses. Stability 

analysis of the proposed state observer and the proposed 

attack estimation algorithm guarantees that all signals of the 

closed-loop system are uniformly ultimately bounded. 

Main contributions of this work are: (1) Compared with 

the discrete-time model based schemes, the proposed 

strategy is based on the continuous-time model of the power 

systems, which has lower dimension than the discrete one 

and therefore it has simpler structure with less computational 

complexity. (2) The proposed attack estimation algorithm 

does not require any prior information about attack signal 

such as occurrence time, attack severity and attack location. 

(3) The presented approach only requires the frequency 

deviations of the generator buses, and therefore all grid states 

are not required to be available. (4) The proposed attack 

estimation algorithm estimates the severity and time 

characteristic of the occurred attack without requiring any 

off-line learning phase and any training data set.  

 

II. Problem Statement 

A. System Model 

Consider a smart grid with 𝑁 = 𝐺 ∪ 𝐿 buses where 𝐺 and 

𝐿 represent the sets of generator and load buses, respectively. 

Considering the DC power flow equations of the generator 

buses, the model of the turbine governor and the load 

frequency controller, the following descriptor model of the 

power system is obtained [24]:  

(1)  

[
𝐼 0 0
0 𝑀 0
0 0 0

] [
𝜹̇
𝝎̇
𝜽̇

] = 

[

0 𝐼 0
𝐾𝑖 − 𝐿𝑔𝑔 𝐾𝑝 − 𝐷 −𝐿𝑔𝑙

−𝐿𝑙𝑔 0 −𝐿𝑙𝑙

] [
𝜹
𝝎
𝜽

] + [
0
0

𝑷𝑳

]. 

 

Table 2 describes all variables presented in (1) where 𝐿 =

[
𝐿𝑔𝑔 𝐿𝑔𝑙

𝐿𝑙𝑔 𝐿𝑙𝑙
], and 𝑀, 𝐷, 𝐾𝑖  and 𝐾𝑝

 are positive diagonal 

matrices.  

 

Form (1), vector of voltage phase angle is obtained as 

(2) 𝜽 = −𝐿𝑙𝑙
−1𝐿𝑙𝑔𝜹 + 𝐿𝑙𝑙

−1𝑷𝑳. 

 

By substituting (2) in (1), and doing some manipulation 

on the result, the following mathematical model is achieved 

(3) 

[ 𝜹̇
𝝎̇

] = [
0

−𝑀−1𝐿𝑔𝑙𝐿𝑙𝑙
−1] 𝑷𝑳 

+ [
0 𝐼

𝑀−1(𝐾𝑖 − 𝐿𝑔𝑔 + 𝐿𝑔𝑙𝐿𝑙𝑙
−1𝐿𝑙𝑔) 𝑀−1(𝐾𝑝 − 𝐷)] [

𝜹
𝝎

].

                                                                                       

 

 

Now, the state vector is defined as 𝒙 ≜ [𝜹 𝝎]𝑇 and the 

state space model of the power system is derived as 

(4) 
𝒙̇ = 𝐴𝒙 + 𝐵𝑷𝑳, 

𝒚 = 𝐶𝒙, 

 

where 𝒚

 

is the measured output vector,  𝐴 =

[
0 𝐼

𝑀−1(𝐾𝑖 − 𝐿𝑔𝑔 + 𝐿𝑔𝑙𝐿𝑙𝑙
−1𝐿𝑙𝑔) 𝑀−1(𝐾𝑝 − 𝐷)] is the 

system matrix, 𝐵 = [
0

𝑀−1𝐿𝑔𝑙𝐿𝑙𝑙
−1] is the input matrix and 𝐶 

is the output matrix. 

 

B. Attack Model 

TABLE II System parameters 

Physical 

Parameters 
Definition 

𝜹(rad) Voltage phase angle at the generator buses  

𝝎(p.u.) 
Rotor angular frequency deviations at the generator 

buses  

𝜽(rad) Voltage angles at the load buses  

𝑀(p.u.)
 

Inertia coefficient of the generators 

𝐷(p.u.)
 

Damping coefficient of the generators 

𝐿(p.u.)
 

Imaginary part of the transmission line admittance 
matrix  

𝐾𝑖 Integral controller coefficient 

𝐾𝑝
 Proportional controller coefficient 

𝑷𝑳 Load power demand 
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As explained in [23], dynamic LAA is a kind of FDIA that 

targets load changes at vulnerable buses and it may occur in 

the open loop and closed-loop forms. In the open loop form 

of the dynamic LAA, attacker does not access to the tools to 

monitor the grid condition and only uses historical data to 

apply the attack trajectory to the victim load. While in the 

closed-loop form, the attacker locates frequency sensor at 

some particular buses to continuously monitor the grid 

condition for taking feedback from the current status of the 

power grid and designing the attack trajectory by using some 

simple feedback controllers like proportional one. Now, 

assume that the load at bus   is the victim load. The closed-

loop dynamic LAA designed by a proportional controller is 

modeled as:  

(5) 𝑓𝑣 = −𝐾𝑣,𝑠𝜔𝑠 + 𝜀𝑣, 

 

where 𝐾𝑣,𝑠 > 0 is the proportional controller gain, 𝜔𝑠 

measured by the attacker’s sensor at bus s, denotes the 

frequency deviation from its nominal value, and 𝜀𝑣 

represents the small load fluctuations in power consumption 

on the demand side. So, the load power at bus 𝑣 can be 

expressed as 

(6) 𝑃𝐿,𝑣 = 𝑃𝐿,𝑠
𝑣 − 𝐾𝑣,𝑠𝜔𝑠 + 𝜀𝑣, 

 

where 𝑃𝐿,𝑠
𝑣  is the secure part of the load power at bus v.  

Thereby, the power system model in (4) under dynamic LAA 

can be written as 

(7) 
𝒙̇ = 𝐴𝒙 + 𝐵𝑷𝐿,𝑠 + 𝐸𝒇, 

𝒚 = 𝐶𝒙, 

 

where 𝒙 ∈ 𝑅𝑛 is the state vector, 𝑷𝐿,𝑠 ∈ 𝑅𝑚×1 is the secure 

load power, 𝐸 ∈ 𝑅𝑛×𝑝 is an input matrix corresponding to 

the grid buses possible to attack, and 𝐸 ⊂ 𝐵, 𝒇 ∈ 𝑅𝑝×1 

represents the dynamic LAA which is unknown. 

Before presenting the proposed approach, the following 

assumptions are considered. 

Assumption 1. It is assumed that: (i) The pain (𝐴, 𝐶) is 

observable, (ii) 𝑟𝑎𝑛𝑘(𝐶𝐸) = 𝑝, and (iii) Invariant zeros of 

(𝐴, 𝐸, 𝐶) lie in open left half plane.  

Assumption 2. The attack function 𝒇 is assumed to be 

bounded, i.e., ‖𝒇‖ ≤ 𝑓. 

Assumption 3. The parameters of all vulnerable buses 𝐸 

in (7) are assumed to be known. 

Remark 1- The norm of the attack vector in assumption 2 

is an unknown constant. It is only used for analytical 

purposes and implementing the proposed algorithm does not 

require its numerical value. 

 

III. Proposed Attack Detection and Estimation 

Scheme 

In this section, at first attack detection scheme is presented 

and then the proposed attack estimation algorithm is 

explained. 

A. Proposed Attack Detection Scheme 

In this work, the following SMO is proposed to estimate 

state variables:    

(8) 
𝒙̇ = 𝐴𝒙 + 𝐵𝑷𝐿,𝑠 + 𝝂 + 𝜒𝐸𝒇̂ − 𝐿(𝒚̂ − 𝒚), 

𝒚̂ = 𝐶𝒙, 

 

where 𝒙 ∈ 𝑅𝑛 denote the estimated state, 𝒚̂ ∈ 𝑅𝑞 is 

estimated output, 𝐿 ∈ 𝑅𝑛×𝑞 is the observer gain matrix, 𝒇̂ ∈

𝑅𝑝 denotes the attack estimation which is zero before any 

attack detection and 𝝂 ∈ 𝑅𝑝 is defined as 

(9) 𝒗 = −𝜌
𝐹1𝒚̃

‖𝐹1𝒚̃‖ + 𝛿
, 

 

where positive constants 𝛿 and 𝜌 are design parameters, 𝒚̃

 

is 

the output estimation error defined as 𝒚̃ = 𝒚̂ − 𝒚, and 𝐹1 =

𝐶𝑇𝑃 where 𝑃 will be defined in theorem 1. Let us defined 

the state estimation error as:  

(10) 𝒙 = 𝒙 − 𝒙. 

 

For attack detection, output estimation error 𝒚̃ is 

considered as a residual signal. Before attack occurrence, we 

have 𝒇 = 0 and 𝒇̂ = 0. Considering (7) and (8), state 

estimation error dynamics before attack is obtained as:   

(11) 𝒙̇ = (𝐴 − 𝐿𝐶)𝒙 + 𝝂. 

 

Substituting (9) in (11), gives:  

(12) 𝒙̇ = (𝐴 − 𝐿𝐶)𝒙 − 𝜌
𝐹1𝒚̃

‖𝐹1𝒚̃‖ + 𝛿
. 

 

Theorem 1. Consider the power system mode in (7), and 

the proposed SMO in (8). Under assumption 1, if for a given 

positive definite matrix 𝑄 ∈ 𝑅𝑛×𝑛, there exists a symmetric 

positive definite matrix 𝑃 ∈ 𝑅𝑞×𝑞 such that the following 

matrix inequality holds, then the proposed SMO guarantees 

that all signals of the closed-loop system are bounded and 

estimation error converges to zero asymptotically, 

(13) (𝐴 − 𝐿𝐶)𝑇𝐶𝑇𝑃𝐶 + 𝐶𝑇𝑃𝐶(𝐴 − 𝐿𝐶) ≤ −𝑄. 

 

Proof. Consider the Lyapunov function as follows 

(14) 𝑉1 = 𝒙𝑇𝐶𝑇𝑃𝐶𝒙. 

 

Differentiating (14) with respect to time and using (12), 

results in 

(15) 𝑉̇1 = 𝒙𝑇((𝐴 − 𝐿𝐶)𝑇𝐶𝑇𝑃𝐶 + 𝐶𝑇𝑃𝐶(𝐴 − 𝐿𝐶))𝒙 

−2𝜌𝒚̃𝑇𝑃𝐶
𝐹1𝒚̃

‖𝐹1𝒚̃‖ + 𝛿
 

= 𝒙𝑇((𝐴 − 𝐿𝐶)𝑇𝐶𝑇𝑃𝐶 + 𝐶𝑇𝑃𝐶(𝐴 − 𝐿𝐶))𝒙 
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−2𝜌
‖𝐹1𝒚̃‖2

‖𝐹1𝒚̃‖ + 𝛿
 

≤ −𝒙𝑇𝑄𝒙. 

 

From (15), it is obtained that 𝒙 is bounded and therefore 𝒚̃ 

is bounded. This together with (9) implies that 𝒙̇ is bounded. 

Applying the Barbalat’s Lemma to these results leads to the 

conclusion that 𝒙 → 0 as 𝑡 → ∞ and subsequently 𝒚̃ → 0 as 

𝑡 → ∞. 

In the following, for attack detection, output estimation 

error 𝒚̃ is considered as the residual signal and the following 

residual evaluation function is proposed 

(16) 𝐽(𝒚̃) = √
1

𝑇
∫ 𝒚̃𝑇(𝜏)

𝑇

0

𝒚̃(𝜏)𝑑𝜏. 

 

By integrating both side of (15), we will have 

(17) 
𝜆𝑄 ∫ 𝒙𝑇(𝜏)

𝑡

0

𝒙(𝜏)𝑑𝜏 ≤ ∫ 𝒙𝑇(𝜏)
𝑡

0

𝑄𝒙(𝜏)𝑑𝜏 

≤ 𝑉1(𝒚̃(0)) − 𝑉1(𝒚̃(𝑡)). 

 

Inequality (17) proves that ∫ 𝒙𝑇(𝜏)
𝑡

0
𝒙(𝜏)𝑑𝜏 is bounded 

and therefore there exists positive constant 𝑈 such that 

𝐶𝑇𝐶 ≤ 𝑈𝐼, where 𝐼 is the identity matrix with appropriate 

dimension, and therefore one can easily obtain:  

(18) 

∫ 𝒚̃𝑇(𝜏)
𝑡

0

𝒚̃(𝜏)𝑑𝜏 = ∫ 𝒙𝑇(𝜏)
𝑡

0

𝐶𝑇𝐶𝒙(𝜏)𝑑𝜏 

≤ 𝑈 ∫ 𝒙𝑇(𝜏)
𝑡

0

𝒙(𝜏)𝑑𝜏. 

 

Inequality (18) implies that ∫ 𝒚̃𝑇(𝜏)
𝑡

0
𝒚̃(𝜏)𝑑𝜏 is bounded. 

Therefore evaluation function 𝐽(𝒚̃)

 

in (16) is bounded before 

attack occurrence. If the maximum bound of the evaluation 

function under secure operation of power system is defined 

as 𝐽𝑡ℎ, then decision making for attack detection can be done 

based on the following logic:  

(19) 𝜒 = {
0
1

:
:
𝐽 ≤ 𝐽𝑡ℎ

𝐽 > 𝐽𝑡ℎ
 

 

where 𝜒 is called detection indicator. In (19), evaluation 

function is compared with the threshold level to decide 

whether or not cyber-attack has occurred. This step 

determines the time at which the vulnerable buses are 

subjected to some attacks. As obtained from (19), once the 

evaluation function exceeds from the threshold level, 𝜒 is 

triggered from zero to one and announces the attack 

occurrence and simultaneously activates attack estimator to 

estimate the occurred attack and to identify the under attack 

bus among the vulnerable buses. 

 

B. Proposed Attack Estimator 

Once the attack is detected and attack indicator triggered 

from zero to one, attack estimator is activated and therefore, 

dynamics of the estimator error is obtained as 

(20) 𝒙̇ = (𝐴 − 𝐿𝐶)𝒙 + 𝝂 + 𝐸𝒇̃. 

 

where 𝒇̃ = 𝒇̂ − 𝒇 is the attack estimation error. Substituting 

(9) in (20) results in 

(21) 𝒙̇ = (𝐴 − 𝐿𝐶)𝒙 − 𝜌
𝐹1𝒚̃

‖𝐹1𝒚̃‖ + 𝛿
+ 𝐸𝒇̃. 

 

Theorem 2. Consider the power system model in (7) and 

adaptive SMO in (8). After attack detection, under 

assumptions 1 and 2, if there exists symmetric positive 

definite matrix 𝑃 ∈ 𝑅𝑞×𝑞 such that the following matrix 

inequality holds 

(22) 

𝛯 = 

[−((𝐴 − 𝐿𝐶)𝑇𝐶𝑇𝑃𝐶 + 𝐶𝑇𝑃𝐶(𝐴 − 𝐿𝐶)) 0

0 −𝝈
] < 0. 

 

then the proposed attack estimation algorithm   

(23) 𝒇̇̂ = 𝜞(−𝐸𝑇𝐶𝑇𝑃𝒚̃ − 𝜎𝒇̂). 

 

guarantees that 𝒙 and 𝒇̃ are uniformly ultimately bounded 

where symmetric positive definite matrix 𝜞 ∈ 𝑅𝑝×𝑝 is the 

learning rate, and 𝜎 is a design parameter chosen by the 

designer. 

Proof. Consider the following Lyapunov function:  

(24) 𝑉2 = 𝒙𝑇𝐶𝑇𝑃𝐶𝒙 + 𝒇̃𝑇𝜞−1𝒇̃. 

 

Differentiating (24) with respect to time and substituting 

(21) in the result, gives 

(25) 
𝑉̇2 = 𝒙𝑇((𝐴 − 𝐿𝐶)𝑇𝐶𝑇𝑃𝐶 + 𝐶𝑇𝑃𝐶(𝐴 − 𝐿𝐶))𝒙 

+2𝒙𝑇𝐶𝑇𝑃𝐶𝝂 + 2𝒇̃𝑇𝐸𝑇𝐶𝑇𝑃𝐶𝒙 + 2𝒇̃𝑇𝜞−1𝒇̇̂. 

  

Substituting (9) into (25) gives:  

(26) 

𝑉̇2 = 𝒙𝑇((𝐴 − 𝐿𝐶)𝑇𝐶𝑇𝑃𝐶 + 𝐶𝑇𝑃𝐶(𝐴 − 𝐿𝐶))𝒙̃ 

−2𝜌𝒚̃𝑇𝐹𝑇
𝐹𝒚̃

‖𝐹𝒚̃‖ + 𝛿
+ 2𝒇̃𝑇 (𝐸𝑇𝐶𝑇𝑃𝒚̃ + 𝜞−1𝒇̇̂). 

 

Substituting the attack estimation algorithm in (23) into 

(26), gives  

(27) 𝑉̇2 ≤ −𝒙𝑇𝑄𝒙 − 2𝜌
‖𝐹𝒚̃‖2

‖𝐹𝒚̃‖ + 𝛿
− 2𝝈𝒇̃𝑇𝒇̂. 

 

Substituting 𝒇̃ = 𝒇̂ − 𝒇 in (26) and applying inequality 

−2𝒇̃𝑇𝒇 ≤ 𝒇̃𝑇𝒇̃ + 𝒇𝑇𝒇 to the result, gives  

(28) 
𝑉̇2 ≤ −𝒙𝑇𝑄𝒙 − 2𝜌

‖𝐹𝒚̃‖2

‖𝐹𝒚̃‖ + 𝛿
− 𝜎𝒇̃𝑇𝒇̃ + 𝜎𝒇𝑇𝒇 

≤ 𝝍𝑇𝛯𝝍 + 𝜎𝒇𝑇. 

 

where 𝝍 = [𝒙 𝒇̃]𝑇. From (28), it is obtained that for 𝛯 < 0 

we have 𝑉̇2(𝑡) < −𝜆(−𝛯)‖𝝍(𝑡)‖ + 𝜎𝒇𝑇𝒇, where 𝜆 denotes 
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the minimum eigenvalue of matrix −𝛯. It follows that 

𝑉̇2(𝑡) < 0 for 𝜆(−𝛯)‖𝝍(𝑡)‖ > 𝜎𝒇𝑇𝒇, which shows that 

state estimation error and attack estimation errors, i.e., 𝒙 and 

𝒇̃, are uniformly bounded and they converge to a small set 

near the origin. 

Fig. 1. Schematic of the proposed attack detection and estimation 

scheme. 

Remark 2. The proposed attack estimation algorithm in 

theorem 2 identifies the attack and estimates its magnitude 

online. It estimates severity of load changes in all vulnerable 

buses possible to attack. The non-zero element of attack 

estimator output corresponds to the load changes at under-

attack bus. This step isolates the under-attack bus from the 

secure ones. 

Figure 1 shows the schematic of the proposed attack 

detection and estimation scheme.  

IV. Simulation Results 

In this section, performance of the proposed scheme is 

verified on the IEEE-6 bus grid network under cyber-attack. 

For simulation, system parameters set to 𝑀 =

𝑑𝑖𝑎𝑔{0.125,0.034,0.016}, 𝐷 = 𝑑𝑖𝑎𝑔{0.125,0.068,0.032}, 

and the PI controller coefficients are set to 𝐾𝑖 =

𝑑𝑖𝑎𝑔{−35, −40, −35} and 𝐾𝑝 = 𝑑𝑖𝑎𝑔{−2, −9, −3}. The 

transmission line admittance is chooses as the same as that 

in [25], initial conditions of the system is set to 𝒙(0) =

[−0.05 −0.045 −0.07 0 0.1 0.01]𝑇

 
and initial 

conditions of the observer is set to zero. 

For evaluating effectiveness of the proposed scheme, three 

different attacks at three different instants have been 

considered. In case 1, a single-point closed-loop dynamic 

LAA is considered and in case 2-1 and case 2-2, two different 

multi-point closed-loop dynamic LAAs are applied to the 

system. In the single-point dynamic LAA, attacker 

manipulates the load consumption only at one victim load 

bus while in the multi-point dynamic LAAs, attacker 

manipulates a group of vulnerable loads at several load 

buses. 

Figure 2 shows the considered attack cases applied to the 

IEEE 6-bus power system. 

Case 1: Single-point closed-loop dynamic LAA- In this 

case, a single-point closed-loop attack at victim bus 𝑣 = 4 

with sensor bus 𝑠 = 1 is applied at 𝑡 = 4𝑆. The proportional 

control gain and load fluctuations for attack signal design set 

to 𝐾4,1 = 7 and 𝜀4 = 0.4, respectively. Figures 3-5 show the 

simulation results. Figure 3-(a) shows  

Fig. 2. IEEE 6-bus power system under single-point and multi-

point dynamic LAAs. 

the victim load variation at the vulnerable bus 4 and Fig. 3-

(b) illustrates the system frequency deviation from its 

nominal value. 

As obtained from the results, while the attack is occurred, 

grid frequency deviates from its nominal value. In Fig. 4-(a), 

evaluation function and threshold level are given. As 

obtained from the result, once the residual signal exceeds the 

threshold level, detection indicator is activated to announce 

the attack occurrence (Fig. 4-(b)). As obtained from Fig. 4-

(b), attack is detected after 2mS. Upon attack detection, 

attack estimation algorithm is activated to estimate the load 

changes at the vulnerable buses 4, 5, and 6, simultaneously. 

Figure 5 shows the output of the attack estimation algorithm 

and actual attack occurred at the vulnerable buses. Results 

verify that the proposed algorithm estimates the occurred 

attack accurately. Output of the attack estimation algorithm 

shows that cyber-attack has occurred at the vulnerable bus 4 

and other buses are free from attack. 
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Fig. 3. (a) The victim load change, and (b) Frequency deviation 

(case 1). 

Fig. 4. (a) Evaluation function and threshold level, and (b) 

Detection indicator (case 1). 

 

Fig. 5. Output of the attack estimation scheme and actual attack 

corresponding to (a) Bus 4, (b) Bus 5, and (c) Bus 6 (actual 

attack: solid line, and estimated attack: dashed line) (case 1). 

Case 2-1: Multi-point closed-loop dynamic LAA at 𝒕 =

𝟑𝑺- In this case, a multi-point closed-loop attack at 

vulnerable buses 𝑣 = 5,6 with sensor bus 𝑠 = 1 is applied. 

By using the proportional controller, the attack gain 𝐾5,1 =

𝐾6,1 = 6 and load fluctuations 𝜀5 = 0.5 and 𝜀6 = 0.3 are 

designed and applied to the victim load buses. 

Figures 6-8 show the results. Figure 6-(a) shows the load 

changes at vulnerable buses 5 and 6 and Fig. 6-(b) illustrates 

the frequency deviation of the grid. 

In Fig. 7-(a) evaluation function is compared with the 

threshold level. As obtained from Fig. 7-(b), at 𝑡𝑑 = 3.001𝑆 

evaluation function exceeds from the threshold and alarm 

signal is activated and simultaneously attack estimation 

algorithm is activated. Figure 8 shows the output of the 

attack estimation algorithm and load variations at vulnerable 

buses. Output of the attack estimation algorithm  

Fig. 6. (a) The victim load change, and (b) Frequency deviation 

(case 2-1). 
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Fig. 7. (a) Evaluation function and threshold level, and (b) 

Detection indicator (case 2-1). 

reveals that buses 5 and 6 are under load variations and bus 

4 is free from cyber-attack. 

Case 2-2: Multi-point closed-loop dynamic LAA at 𝒕 =

𝟐𝑺 - In this case, performance of the proposed scheme 

against another multi-point closed-loop attack at vulnerable 

buses 𝑣 = 5, 6 at  𝑡 = 2𝑆 is evaluated. The attack gains are 

𝐾5,1 = 5 and 𝐾6,1 = 7, and load fluctuations are 𝜀5 = 0.6  

and 𝜀6 = 0.5. Figure 9-(a) shows the load changes at 

vulnerable buses and Fig. 9- (b) shows the frequency 

deviations under the applied attack. Figure 10 illustrates the 

evaluation function and threshold level. It shows that upon 

attack occurrence at 𝑡 = 2𝑆, the evaluation function  

Fig. 8. Output of the attack estimation scheme and actual attack 

corresponding to (a) Bus 4, (b) Bus 5, and (c) Bus 6 (actual 

attack: solid line, and estimated attack: dotted line) (case 2-1) 

Fig. 9. (a) The victim load change, and (b) Frequency deviation 

(case 2-2). 

Fig. 10. Evaluation function and threshold level, and (b) Detection 

indicator (case 2-2). 
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Fig. 11. Output of the attack estimation scheme and actual attack 

corresponding to (a) Bus 4, (b) Bus 5, and (c) Bus 6 (actual 

attack: solid line, and estimated attack: dotted line) (case 2-2) 

exceeds from the threshold level and detects attack. As 

obtained from Fig. 10-(b) attack is detected at 𝑡 = 2.002𝑆. 

 Finally, Fig. 11 shows the actual attack and estimated 

attack at the vulnerable buses 4, 5, and 6, simultaneously. 

As obtained from the result, upon the detection indicator 

announces the attack occurrence, the estimation unit is 

activated to estimate the detected attack online. Obtained 

results in Fig. 11 verify that the proposed attack estimator 

presents accurate estimation of the occurred attacks and 

simultaneously determines the under-attack buses. 

In order to quantitatively evaluate performance of the 

proposed attack estimation algorithm, mean square error 

(MSE) of attack estimation for considered scenarios is 

calculated and reported in Table 3. Reported results confirm 

that the proposed estimation algorithm is able to estimate 

attack signals with acceptable precision. 

 

 

Obtained simulation results confirm the ability of the 

proposed scheme to detect and estimate the dynamic load 

altering attack online at any arbitrary time instant.  

 

V. Conclusions 

In this paper, an adaptive observer-based attack detection 

and estimation algorithm was proposed for smart grid under 

cyber-attacks. The proposed scheme focused on detecting 

and estimating dynamic LAA as an important type of FDIA 

in smart grids. In the proposed scheme, output estimation 

error obtained from the SMO is defined as the residual signal 

and used for monitoring status of the smart grid for attack 

detection. By evaluating residual signal and comparing it 

with appropriate threshold level, attack detection is done. 

Once the evaluation function exceeds the threshold, 

detection indicator announces attack occurrence and 

simultaneously activates attack estimation algorithm. Attack 

estimation algorithm estimates the load variations in all 

vulnerable buses based on the adaptive law developed by 

using the Lyapunov direct method. Output of the attack 

estimation algorithm estimates the severity of the detected 

attack and identifies which vulnerable bus is under attack. 

Simulation results on the IEEE 6-bus system under three 

different DLAAs verify effectiveness of the proposed 

scheme. 
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